AN1058 - Using the Events screen

What are Events?

An 'Event' is the report of an incident that has occurred on the system. For example, when a user
presents their card and is permitted access, an 'Access Permitted' event is sent to the PC.

Other access events include Access Denied, Door opened with Exit button, etc.

System events are also included, for example Operator logon, Backup Succeeded and control unit
information such as ACU offline, etc.

Where other features are fitted, such as door contacts, the resulting Door Forced and Door Left
Open alarms are logged.

Events I é;-; v n :|
| D atetime Usger Where Ewvent | D etails |ﬂ

=0 03/07/2008 11:50:39 Card 2, Test Stainwell top C [In) Accesz permitted - token only

ﬁ- 03/07/2008 11.50:26 Bidgood, Martyn Operator Logon

=0 03/07/2008 11:50:14 King, Dave Entrance C (In) Acoess permitted - taken anly

@ 03/07/2008 11:48:38 Stainwell C nana ACU anline

& 09/07/2008 114897 Stainwell C nano ACU nat rezponding

*0 03/07/2008 11:48:35 King, Dave Entrance & [Out) Accesz permitted - baken only

=0 03/07/2008 11:45:13 Stainwell top & Door opened With exit button

=0 03/07/2008 11:47:38 Erown, Mick Stainvell C to Canteen [In) Accesz permitted - token only

@ 03/07/2008 114716 Trigger and action rule was run EMC lab entered

=0 03/07/2008 11:4710 King, Dave EMC Lab [In] Access permitted - token only

@ (3/07/2008 11:47:04 Back daaor GF Unit Do left open

N 03/07/2008 11:46:32 Erown, Mick Back door GF Unit C nano (In) Access denied - inwalid token Access level not valid

=0 03/07/2008 11:46:14 Erown, Mick Back door GF Unit B [In] Access permitted - baken only

@ 03/07/2008 11:42:16 FKing, Dave Timesheet [Reception] [In) Time and attendance Clock in

*0 03/07/2008 11:4205 Erown, Mick Stainwell C to Canteen [In) Accesz permitted - taken only

While the Net2 application is running, events will be displayed immediately they are received. If the
PC is switched off, the event will be stored in the control unit (2,454 event buffer) until the PC is next
switched on when these events will then be retrieved. Each ACU has its own clock and so events will
always have the correct Date/Time, even if they are stored at the ACU before being sent to the PC.

The default display shows the events in date/time order with the most recent displayed at the top.
If you wish to view previous events, (up to 10,000) you can use the scroll bar at the side of the
screen and the updates will be PAUSED. To resume live updates you can either scroll back to the

top of the screen or use the tree view to select another option and then return to the events view.

Double clicking an event involving a user will automatically open their user record.
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You can double click on any of the column headers (e.g. User) and the view will be sorted in
alphabetical order. If you double click the column header again it will reverse the order.

A warning 'Events have been filtered' displays and the screen updates are HALTED with a Red

Cross displayed in the Tool Bar. Click on the cross to return to the default display.

When using a filter, a maximum of 1,000 Events can be viewed.

/

Events have heen/ﬁlt\;-red/ | ( & }f b |
|Date£time K Uszer - W’nere Event |Details ~ -

=0 3072008 114835 Whvtehau&e_ﬁ.lf.phen-/ Entrance & [Cut) Access permitted - token anly

=0 (3/07/2008 114816 |'Whitehouse, Stephen Stainwel & nano [In) Access permitted - token only

=0 (3/07/2008 114814 |'whitehouse, Stephen Stainwell top & (In) Access permitted - token only

@ 03/07/2008 12:30:00 Pwfiliams, Chis Timezheet [Suppart] (In] Time and attendance Clock in

=0 [3/07/2008 132956 |wiliams, Chris Stairwell top B [In) Access permitted - token only

w0 03/07/2008 132937 |'wiliams. Chiis Ertrance B (In) Access permitted - token only

=0 [03/07/2008 132520 [wiliams. Chris Gateout Access permitted - token only

@ 03/07/2008 1230:57 Pwiliarms, Chiis Timezheet [Suppart] [Out] Time and attendance Clock out

@ 03/07/2008 12:25:43 |'wilzon, Stephen Timesheet [Suppart] (In] Time and attendance Clack. in

=0 (3/07/2008 11:39.02 |"wilson, Stephen Stainwell C to Canteen [In) Access permitted - token only

@ 037072008 113724 [Wilzon, Stephen Timezheet [Suppart] (Out) Time and attendance Clock out

=0 (3/07/2008 1417.26 [Woodbridge, D avid Stairwel & to RED [In] Access permitted - token only

=0 (3/07/2008 132733 [Woodbridge, D avid Stairwel & to RED [In] Access permitted - token only

=0 [03/07/2008 132727 |'woodbridge, D avid Ertrance & (In) Access permitted - token only

=0 [03/07/2008 10:47:57 |'wWoodbridge, D avid Stairwel & to RED [In] Access permitted - token only

=0 [03/07/2008 10:47:54 |'woodbridge, D avid Ertrance & (In) Access permitted - token only

() 03/07/2008 12:51:16 [worsell, Chiis Timesheet [Reception] [In] Time and attendance Clock, in

=0 13/07/2008 125055 |wWorsell, Chris Stainmell C to Canteen [In) Access permitted - token anly

=0 13/07/2008 1250048 worsell, Chris Entranice C [In) Access permitted - token anly

=0 13/07/2008 120354 worsell, Chris Entranice C [Out) Access permitted - token anly

@ 03/07/2008 120330 |warsel, Chriz Timesheet [Feception] (Out] Time and attendance Clock out :l

Alarm Event Filter

Active Alarm Events (red icon) can be given display priority by clicking on the Alarm Filter icon.
This will keep un-acknowledged alarms at the top of the events screen.

Double clicking an active alarm event will give the option to acknowledge the alarm, changing its
icon colour to green and removing it from the priority list. Multiple alarms can be acknowledged
at the same time.

Click on the filter icon again to return to the default display.

If you scroll down the screen, the event update will PAUSE and new alarms will not be displayed
until the scroll bar has been returned to the top of the screen.

Events have been filtered

| D atetime: | Uszer ‘where Ewvent | Details
& (3072008 033516 Back door GF Urit C Drvoor eft open
& (3072008 053300 Back door GF Uit C Droor left open
=0 3/07/2008 13:25:27 Brown, Mick Glazz doors (In) Access pemitted - token only
=0 N3/07/2008 132517 Spstemn engineer Glazz doors (In) Arcess permitted - token only
=0 03072008 13:24:42 King, Dave Back door GF Unit B [In] Access pemmitted - token only
w0 03/07/2008 13:24:39 Brown, Mick Glazz doors [In) Arcess permitted - token only
w0 03/07/2008 132348 King, Dave Stairwell C to Canteen (0] Access permitted - token only
w0 03/07/2008 132343 King, Dave Entrance C (In) Access permitted - token only
=0 03/07/2008 132343 Stairwell top & [Door opened “With exit button
(0 03/07/2008 132314 King, Dave Timesheet (Reception) [Out) Time and attendance Clock out
@ 03/07/2008 13:22:55 Brown, Mick Timesheet [Support] [In) Time and attendance Clock in
0 03/07/2008 132251 King, Dave Stainwell B nana [In) Arcess permitted - token only
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Events may be searched for keywords. Enter the required text in the search text box.
(e.g. Warehouse) Press the magnify icon and it will search for any events containing
this text and display up to 1000 records.

R IWarehouse| ( JO ¥ “ |
| Datedtime | User |Where Ewvent | Details M -

The following screen is produced.

Events have been filtered [twtarehouss X Y 5]
|Datea"time |User |Where |Event |Details | | -

=0 04/07/2008 0E:51:40 Brown, Mick Warshouze front door [In] Access permitted - token only

@ 040742008 06:44:55 warehouge front doar Intruder alarm Dizarmed

(0 04/07/2008 01:01:57 “Warehouse back door Intruder alarm Armed

=0 03/07/2008 17:.47.57 Warehouze fromt door Door opened With exit buttan

=0 03/07/2008 09:44:19 Brown, Mick ‘wiarshousze back door [In) Access permitted - token only

=0 (13/07/2008 08:38:03 Warehouse front door ['oor opened With exit button

- Advanced Search

This feature is available by clicking on the Extend View icon. /

Events I GLP ¥ A|
|Datex’time |User |Where |Event |Details | \l-/;l

Set up the required parameters and click the magnify icon to run the search. A maximum of
1000 records will be displayed.

Advanced search 2o
—Date range rFilter options ~Search
(" Select date range IToday j =0 ¥ Show access events I A2 T Makch whole ward anly
™~ Gelect dates Select times (0 ¥ showinformation events Search fields
= ¥ show system events V¥ Firstname W Ewvent
FromIDS 072008 vI FrDmIDD:DD:DD =l \
i —| & v Show warning events v surname v Details
Tolnam?jznos vI T0|23:59:59 = I| @@ = show alam events ¥ ‘Where
| [ atetime | Uzer |Where | Ewent Detailz |ﬂ
w 03072008 11:5327 Glazz doors [In) Access denied - invalid token Token details nat found
=0 3/07/2008 11:5317 Glazz doors Door opened “With exit buttot
=0 13/07/2008 11:51:41 Glazz doors Door opened “With exit buttot
=0 3/07/20028 11:50:39  Brown, Mick Stainmell top C (In) Access permitted - token anly
!?- 03/07/2008 11:50:26 Bidgood. Martyn Operator Logon
=0 03/07/2008 11:50:14  Brown, Mick Entrance C (In) Access permitted - token only
#0 [03/07/2008 11:48:35 Brown, Mick Entrance & [Out) Access permitted - token only

Copy Events

]

Tools | Options  Help

Eind user...

Mew report...
Mew user...

Open door...

file size, etc.

]| o .

Copy data
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You can copy the data from the Events screen by using the Tools/Copy Data
function in the tool bar. This data can then be pasted into another windows
application. The number of records copied will depend on the PC spec, event

To copy specific data, first click and drag across the data to be copied with the
mouse and once highlighted use the Copy Data function.



Users Events

1000 events for a particular user can be viewed in their user record. Select the relevant user and
click on the events tab.

The events in this screen can be sorted by any of the columns by clicking the left mouse button over
the column header.

First name IMart_l,ln
Surname IBidgood
Department IH 2D j Hew dept. |
Telephone I Fan I
Pasiton I
“alid from Expires end
ﬁ 03/05/2000 F [ Mever expires
Aooess rightsl Tokens | Other details' Memo  Events | Current validit_l,.l' Anti-passbackl
Events have been filtered | I ¥, |
|Dateftime |L|ser |Where |Event |Details | -

ﬁ- 04/07/2008 122137 Bidgood, Martyn Operator Logon

0 04/07/2008 125329 Bidgood, Martyn Stainaell top & (In) Access permitted - token only

=0 0407/2008 125339 Bidgood, Martyn Stairwell & nano (In) Access permitted - token only

=0 04/07/2008 123340 Bidgood, Martyn Stainaell top C (1) Arcess permitted - token onlp

=0 04/07/2008 123337 Bidgood, Martyn Stainmell top C [In) Arcess permitted - token only

Viewing Events at a door

Use the tree view menu to display the relevant door and click on the Events tab.

Again, 1000 entries can be sorted by clicking on the column header.

F&CU senal number; 0031261

Apply

Droor hame |Warehouse 4'
Dioor open time [seconds] I 7 ::II sk ﬂl
Unlock the door during IAt i time ﬂ Open door |

= | @nly unlock the door onee a user has been granted|access

Reader 1 I Fleader2| Alarm - Events | Fire alarm inputs' Intruder &larm | Access rightsl

Events have been filtered | P YR |
|Date£lime |User |Where |Event |Details | |

=0 04/07/2008 13:30:42 Test1 Wi arehouse [Dut) Access permitted - token only

(1) 04/07/2008 13:30:42 W arehouse (Out) Reader detected

=0 04/07/2008 133007 Test1 Wi arehousze [In) Access permitted - token only

=0 04/07/2008 133005 Test1 Wi arehousze [In) Access permitted - token only

=0 04/07/2008 132957 Test1 Wi arehousze [In) Access permitted - token only

=0 04/07/2008 132955 Test1 Wi arehousze [In) Access permitted - token only

=0 04/07/2008 132946 Test1 Wi arehousze [In) Access permitted - token only

@ 040742008 13:28:28 W arehousze Door opened “With network, instruction

=0 040772008 132748 Test1 wéarehouze [In) Access permitted - token only

@ 0440742003 11:40:54 W arehousze Contral unit reset

@ 040742008 11:40:02 W arehousze ACU anline
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